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NON-ENTERPRISE USER PROVIDES 
AUTHENTICATION INFORMATION 
TO THE DEVICE 
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DEVICE TRANSMITS AUTHENTICATION 
INFORMATION TO AUTHENTICATOR 
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NON-ENTERPRISE USER IS 
AUTHENTICATED BY THE 
AUTHENTICATOR 
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S305 



AUTHENTICATOR TRANSMITS 
H"ACCESS DENIED" MESSAGE 
TO THE DEVICE 
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AUTHENTICATION SERVER 
SENDS ACCESS POLICY 
INFORMATION TO THE DEVICE 
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S307 



DEVICE DETERMINES USER'S 
LEVEL OF ACCESS TO SERVICES/ 
FEATURES BASED ON ACCESS 
POLICY INFORMATION 
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NON-NETWORK USER IS ALLOWED 
ACCESS TO DEVICE CONSISTENT 
WITH DETERMINED LEVEL OF ACCESS 



FIG. 4 



5/13 




6/1 3 



u 



ri 




7/13 




8/13 




9/13 




10/13 




TRANSMIT AUTHENTICATION 
INFORMATION TO SERVER 




DETERMINE LEVEL OF ACCESS 
TO SERVICES/FEATURES BASED 
ON RECEIVED ACCESS POLICY 
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CUSTOMIZE Ul BASED ON 
DETERMINED LEVEL OF ACCESS 



FIG. 10 



11/13 




DEVICE DRIVER REQUESTS ACCESS POLICY 
INFORMATION FOR THE USER AND FOR 
DEVICE FROM SERVER AND PROVIDES 
AUTHENTICATION INFORMATION TO SERVER 
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SERVER TRANSMITS ACCESS POLICY 
INFORMATION FOR THE USER 
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DRIVER SENDS JOB TO DEVICE ALONG 
WITH ACCESS POLICY INFORMATION 
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DEVICE DETERMINES USER'S LEVEL OF 
ACCESS BASED ON ACCESS POLICY 
INFORMATION 
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"ACCESS 
DENIED" 
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DEVICE PERFORMS JOB ACCORDING 
TO THE DETERMINED LEVEL OF ACCESS 
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1203 



DETERMINE LEVEL OF ACCESS 
TO SERVICES/FEATURES BASED 
ON ACCESS POLICY 
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YES 
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PERFORM JOB ACCORDING TO 
THE DETERMINED LEVEL OF ACCESS 



FIG. 12 
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AUTHENTICATOR RETRIEVES 
AUTHENTICATION INFORMATION 
FROM DIRECTORY SERVICE 
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AUTHENTICATE USER BASED 
ON AUTHENTICATION INFORMATION 
AND ACCESS POLICY INFORMATION 
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TRANSMIT ACCESS POLICY 
INFORMATION FOR THE USER 



FIG. 13 



